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1. Introduction
This document describes how to install the Enterprise Security Update (ESU) on your Palm® T|X handheld.  By following the instructions provided here, you can upgrade your T|X handheld to connect to wireless Wi-Fi networks protected by 802.1x based security protocols (such as WPA Enterprise and WPA 2 enterprise).  After installing the ESU, the T|X handheld will support the following methods of secure connection to a Wi-Fi network:
· Personal

· WEP

· WPA-PSK (Pre-shared key)

· Enterprise

· EAP-TLS

· EAP-TTLS

· PAP, CHAP, MSCHAP, MSCHAPv2, EAP-GTC (password), EAP-MD5-Challenge, EAP-MSCHAPv2

· EAP-PEAP (v0 and v1)

· MSCHAPv2, GTC (password), MD5-Challenge

· LEAP
· Dynamic WEP (WEP encryption with 802.1x based authentication)

2. Installing the ESU
This section describes the steps that are needed to install the ESU on your T|X handheld.  These steps are necessary for a one-time update of your T|X handheld.  After you install the update, it remains on your device – even after a hard reset.
2.1 System Requirements

· A fully charged Palm® T|X handheld with at least 1.5MB free space

· Windows 2000/XP (with SP2 or later)

· Empty 32MB (or more) SD Card and SD Card reader
NOTE: The ESU software is compatible only with the Palm T|X Handheld.

2.2 IMPORTANT: Back up your T|X Handheld

As a part of installing ESU software, you need to hard reset your T|X handheld.  A hard reset erases the data on your handheld, so before you do the hard reset, we recommend that you synchronize with your desktop to back up the data on your handheld.  Also, if you have third-party applications on the handheld that require a registration code, you will have to re-enter the registration code when you restore the data.  So, please have those registration codes handy
 before starting the installation.

Synchronize to back up the data on your T|X handheld to the computer.  To learn how to synchronize your T|X handheld with a Windows desktop system, please refer to the documentation that came with your T|X handheld.  You will be able to restore
 the data to your T|X handheld after installing the ESU.
2.3 Prepare for Installation
You can download the ESU package as a compressed file or .ZIP file.  Decompress (unzip) the downloaded package:

· Usually, you can simply double-click the ESU package.

· On most Windows 2000/XP systems, a built-in decompression utility provides the option to unpack this ZIP package to a location (folder) of your choice.

· If, when you double-click the compressed file, the utility doesn’t launch, you may need to install such a utility on your system.

· NOTE: Remember the location (folder) where you unpack the ESU package; you will need this information later in the installation.

On your Windows 2000/XP system, go to the location (folder) where you unpacked the ESU package.  The ESU package will unpack into a sub-folder called “TX Security Upgrade”.  This folder contains the following files and folders:
· Folder: Help
· User guide with detailed instructions on configuring the T|X handheld to connect to your secure WPA Enterprise (or WPA2 Enterprise) Wi-Fi network.

· Folder: ProfileWizard
· The Palm Wi-Fi Profile Wizard is an easy-to-use Windows desktop tool to create profile database(s) needed to configure your T|X handheld
 and connect to your WPA Enterprise (or WPA2 Enterprise) Wi-Fi network.

· When you complete the update on your T|X handheld, you can come back to this folder to run the Wi-Fi Profile Wizard
 and start the configuration steps.
· Folder: Palm
· All the software unpacked in this folder must be installed on your T|X handheld.  This software installs the ESU to configure and manage Wi-Fi connections.
· Please follow the steps given below to install this software on your T|X handheld.

2.4 Install the ESU on your T|X Handheld
At this point, be sure you have completed the following steps:

· Fully charged your T|X handheld

· Backed up the data on the T|X handheld

· Downloaded and unpacked the ESU package on your Windows 2000/XP system

You are now ready to install the ESU on your T|X Handheld.
· Copy the ESU software to SD Card:

1. On your Windows desktop, go to the location (folder) where the ESU package was unpacked.
2. On your computer, go to the folder: TX Security Upgrade.
3. Connect an SD Card reader to your computer and insert the SD Card into the reader.  Open My Computer and browse to the SD Card – it appears as a mounted drive.  (See the documentation that came with the SD Card reader if you cannot see the inserted SD Card on your desktop computer.)

4. Copy “Palm” folder to the root directory of the SD card.
· Install software from SD Card:
1. Turn on the T|X handheld.

2. Go to Applications View by pressing the Home button twice.
3. Insert the SD card into your handheld’s expansion card slot.
4. Start the TX_Updater application.

5. Follow the on-device instructions of the updater application.  During the installation, do not shut the handheld off or remove the SD Card from the expansion slot.
6. At the end of the installation of the ESU, your handheld automatically does a hard reset.  Follow the on-device instructions to complete the hard reset.
2.5 Restore data to your T|X Handheld

Synchronize with your desktop computer to restore your data and applications to your handheld.  When you are asked to select or create a username for your handheld, be sure to select the username you were using before installing the ESU.

2.6 Installation Complete
Your Palm T|X Handheld is now updated and can connect to secure Wi-Fi networks found in home, public hotspots, or corporate environments.
3. Connecting to Secure Wi-Fi Networks
At this point, be sure you have completed the following steps:

· Installed the ESU on your handheld
· Restored your personal data and applications to your handheld
Your handheld can now connect to the secure WPA Enterprise and WPA2 Enterprise Wi-Fi network(s).
· Configure and connect:

1. Use Palm Wi-Fi Profile Wizard to generate the profile database (PDB file) with the Wi-Fi security settings, CA certs and client certs (if necessary) specific to the security policies of your Wi-Fi network.  Depending on the security policies of your network, you may need to generate the profile database once for the entire network, or one per each user.  

2. Transfer and install the profile database to the T|X handheld.
3. Configure the T|X handheld to find your Wi-Fi network and connect.
3.1 Generate profile database
The Help in the Palm Wi-Fi Profile Wizard has detailed information about the steps necessary to generate the profile database.  Help also gives you information about the Wizard’s features and supported formats, as well as examples of how to generate profiles.
Open the wizard from the TX Security Upgrade\Profile Wizard folder on your desktop where you downloaded and unpacked the ESU package.  To use the application help, select 
Help->Contents in the Wizard.

You may also refer to the user guide in TX Security Upgrade\Help folder on your desktop where you downloaded and unpacked the ESU package for more information.
NOTE:
Remember the location (folder) where you save the generated profile database(s); you will need this information in the next step.
3.2 Transfer and install profile database to T|X handheld
In section 3.1, you created the Wi-Fi profile database in the PDB format, a standard format for databases installed on PalmOS® devices.  You now need to install the profile database on your T|X handheld.  You can do this either by synchronizing or by using an SD card.  To determine which method works better for your environment, please refer to the scenario listed under each method below.
Synchronization
The Palm Wi-Fi Profile Wizard saves the profile database with the specific settings for your secure Wi-Fi network in a standard PalmOS database file format (PDB).  So, you can use HotSync® synchronization to install the database(s).
· Scenario:
· You installed Palm® Desktop software from the CD that came with the T|X handheld.
· Your home / SOHO
 environment where you have only a few personal T|X handhelds (1 to 5).
If your environment fits this scenario, proceed with these steps to synchronize.  If not, please refer to the SD Card Method described below.

Steps to install Wi-Fi Profile Database by synchronizing.
1. Browse to PDB profile database(s)
· On your computer, go to the folder where you saved the Wi-Fi profile database(s) created with the Palm Wi-Fi Profile Wizard (see section 3.1 above).

2. Queue the database(s) to synchronize
· Open Palm® Quick Install (PQI) by selecting the Quick Install icon
 on your desktop (or from inside the Palm Desktop software).  Select the user profile for your T|X handheld in the User drop-down box in the upper-right corner.
· Select all the profile database(s) that you need to install on the handheld.

· Drag and drop the selected file(s) onto the Handheld area of the Quick Install window.
· For details on how to use various features of Palm Quick Install, refer to the user guide that came with your T|X handheld.
3. Synchronize
· Connect your T|X handheld to the desktop computer via the USB sync cable that came with the device.

· Press the Sync button on the cable to begin synchronization.
· All profile databases in Palm Quick Install are installed on your T|X handheld.  If synchronization is successful, Palm Quick Install no longer shows the profile databases in its window.
· For details on how to use and troubleshoot synchronization between the T|X handheld and your computer, refer to the user guide that came with your handheld.
SD Card Method
The ESU package includes an application called WiFiProfile.  Use this application to copy the profile database(s) from an SD card to your T|X handheld.
· Scenario:
· You are an IT Administrator of a mid- to large-size enterprise where T|X handheld is a supported device for the secure Wi-Fi network.
· The T|X handhelds are configured over time, as needed.  A few (more than 5) devices are configured on each run, i.e., devices are configured as they are handed out to enterprise employees.
If your environment fits this scenario, proceed with these steps to use the SD Card to install profile database(s).  Steps 1 and 2 of this process are preconfiguration steps that can then be repeated easily for each T|X handheld.
1. Copy the WiFiProfile application to SD Card
NOTE:
If you followed the above steps to install ESU software from SD Card, you already have the WiFiProfile application on your SD Card.  Skip to Step 2 below.
· On your Windows desktop, go to the folder where the ESU package was unpacked.

· On your computer, go to the folder TX Security Upgrade.

· Connect an SD Card reader to your computer and insert the empty SD Card into the reader.  Open My Computer and browse to the SD Card – it appears as a mounted drive.  (See the documentation that came with the SD Card reader if you cannot browse to the inserted SD Card on your desktop computer.)
· Copy “Palm” folder to the root directory of the SD card.
2. Copy Wi-Fi profile database(s) to SD Card
· Connect an SD Card reader to your computer.  Insert the SD Card, with WiFiProfile application (created in the above step), into the reader.  The SD Card must be visible on your desktop computer as a file folder. (See the documentation that came with the SD Card reader if you cannot browse to the inserted SD Card on your desktop computer.)
· Create the following folder in the SD Card’s root directory: PalmWiFi
· On your Windows desktop, go to the folder where you saved the Wi-Fi profile database(s) created with the Palm Wi-Fi Profile Wizard (see section 3.1 above).

· Copy the Wi-Fi profile database(s) to the PalmWiFi folder on the SD Card.
NOTE:
After you prepare the SD Card as explained in the TWO steps above, you can install the profile database(s) on many T|X handhelds by following step 3, below, on each handheld.
3. Install Wi-Fi profile database(s) to T|X handheld
· On the T|X handheld, go to Applications View by pressing the Home button twice.

· Insert the prepared SD card into the expansion card slot of the handheld.  This SD card has the WiFiProfile application, as well as the relevant Wi-Fi profile databases (copied into PalmWiFi folder).

· Open the WiFiProfile application.

· Follow the on-device instructions of the WiFiProfile application.  During the installation, do not shut the handheld off or remove the SD Card from the expansion slot.
3.3 Configure the T|X handheld and connect
At this point, be sure you have completed the following steps:

· Installed the ESU on your Palm T|X handheld

· Restored your personal data and applications to the handheld
· Generated Wi-Fi profile database(s) specific to your secure Wi-Fi network using Palm Wi-Fi Profile Wizard on the desktop.

· Installed the profile database(s) specific to your secure Wi-Fi network on your handheld.
You are now ready to configure your T|X handheld and connect to the secure network.  In brief, here’s what you do:

· Scan for your secure network SSID.

· Select ‘Enterprise’ Security for this SSID.

· Pick the appropriate profile database for the Wi-Fi network that you want to connect to.
For step-by-step details, please refer to the instructions in the user guide in the TX Security Upgrade\Help folder.  This folder is located on your computer where you downloaded and unpacked the ESU package.
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� If you do not have the registration codes for your third-party applications, request them from the respective application vendor(s) before proceeding.


� As listed under System Requirements, you must have at least 1.5MB free on your T|X handheld before installing ESU software.


� Requires ESU software installed on the T|X handheld.


� If you use the Palm Wi-Fi Profile Wizard frequently, consider creating a short-cut for the Wizard on your desktop for easy access.


� SOHO – Small Office Home Office


� If you do not have the Palm Quick Install icon on your desktop, be sure to install Palm® Desktop software from the CD that came with the T|X handheld.  If you do not have the Palm® Desktop software CD, you will have to use the SD Card Method to transfer and install Wi-Fi profile database(s).
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